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N
» Iﬂ] Includes
5 59 vendors/renesas/boards/me5n-rsk/aws_demos/sr
» 2 wolfssl_demo
» [&= application_code

aws_demos.scfg

=| aws_demos HardwareDebug.launch ® ol

= m65n_rsk_aws HardwareDebug.launch

» [&= config_files g TP EiE X

» 2= demos [

> (= freertos_kernel FOSIIRA - 2074 LDEEEER:

y = I-llardt.mareDebug O 774 WEIF-10

% [2= libraries

B it | @ vizvon |

47 e MR EEAOYY 7 07— 3 EfERR): | PROJECTLOC V]
4= aws_demos.rcpc

olfss| |

H

>

17. I71VD)>I7ZENN

wolfssl_demo AN FESBITROTrA I EBIREC)>IELTGENMTS :
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1. <base>¥wolfssl¥wolfcrypt¥benchmark¥benchmark.c
2. <base>¥wolfssl¥wolfcrypt¥benchmark¥benchmark.h
3. <base>¥wolfssl¥wolfcrypt¥test¥test.c

4. <base>¥wolfssl¥wolfcrypt¥test¥test.h

T4 ILDBNINTE T 93¢ wolfssl_demo JAILAEE 18 (TRIFRICHE S,

v &5 aws_demos [HardwareDebug]
> 3 I4FY-
> @Y Includes
> 52 vendors/renesas/boards/m65n-rsk/aws_demos/srg
v (2 wolfssl_demo
> g benchmark.c
> [k benchmark.h

> [ key_data.c
> [ key_data.h
> [} testc
> [ testh
> [By user_settings.h
> [y wolfssl_demo.c
> [y wolfssl_demo.h
> (= application_code
> [ config_files
> (= demos
> (= freertos_kernel
> (&= HardwareDebug
> (= libraries
> (= output
> @ vendors
> (‘é trash

4= aws_demos.rcpc

#6% aws demos.scfa

18. wolfssl_demo J#)L4

AWS_DEMOS JOZ 17 MMA>I—RI7A)VICZADENN

19



aws_demos 7021/ b0JO/NTA T, C/C++ EJLR > &E > Compiler > Y-X > (29—
RIFPANZIRZZ T ZTAIAS (CLATFEEINT 3,

& ${ProjDirPath}/../../../../../wolfssl

& ${ProjDirPath}/../../../../../wolfssl/IDE/Renesas/e2studio/RX65N/RSK/wolfs

sl_demo

AWS _DEMOS JO>1/ M IJUT0OtyY - I700E 0

aws_demos 021/ b0JONTAT, C/C++ EJLR > &E >Compiler > Y- > SOt
wH -390 ([CLTFZENT 3,

€ WOLFSSL_USER_SETTINGS

AWS_DEMOS JOZ1I7MMUZI9254T5UT74 L DB

aws_demos JO>17h0OT0O/NFT4 T, C/C++ EILR > F%E >Linker > AJ1 > UD93354(0
SU-TJ74) (CELFZEBNMT 5.

€ ${ProjDirPath}/../../../../../wolfssl/IDE/Renesas/e2studio/RX65N/RSK/wolfs
sl/Debug/wolfssl.lib

7. WOLFSSL 7E5ZIDENN

wolfSSL_demo (ZTE7 VT —323>0—2¢LTIOS I NMTEMENZ. SB(CCOFTEF VT —33
SREITIDDDEEZITD. sHET

<base>¥venders¥renesas¥boards¥rx65n-

rsk¥aws_demos¥config_files¥aws_demo_config.h
(EA-TOU. IRTE

#define CONFIG_CORE_MQTT_DEMO_ENABLED
ERDTVBEIFIZIAY M IRL

#define CONFIG_WOLFSSL_DEMO_ENABLED

20



((ZEI D,

ity 70Uz9L-19270-5- 2 Ee Y & =0
» (@ vendors/renesas/boards/r72n-envision-kit/aws_demc A ]
~ [ wolfssl_demo
> 6 benchmark.c
» [ benchmark.h
> [ key_datac
> [y key_data.h
5 [ teste
» [B) testh
> [ user_settings.h
» g wolfssl_demo.c
» [ wolfssl_demo.h
» (= application_code
v (= config_files
5> [ aws_bufferpocl_config.h

> [B; aws_demo_configh

> [y aws_ggd_configh

» [y aws_iot_network_config.h

> [B) aws_mgtt_config.h

> [y aws_ota_agent_config.h

5 [B aws_secure_sockets_configh
¥ E‘Q aws_shadow_config.h

» & aws_wifi_config.h

5 [ core_http_config.h

» [ core_magtt_config.h

» [y core_pkesii_config.h

> [y defender_configh

» [ defender_demo_config.h

> [ FreeRTOSApplicationConfig.h
> [y FreeRTOSConfigh

27 #define _AWS_DEMO_CONFIG_H_
18
29 #include “FreeRTOSApplicationCenfig.h”
e
31 = /* Jo run a particular demo you need to define one of these.
32 * Only cne demo can be configured at a time
33 -
34 . CONFIG_CORE_HTTP_MUTUAL
35 W CONFIG_C
36 " CONFIG_CORE
37 . CONFIG_CORE_H
38 . CONFIG_CORE_MQT AL_AUTH_|
39 " CONFIG_CORE_MQTT_CONNECTION_SHARING_|
ag . COMFIG_DEVICE_SHADOW_DEMO_ENABLE
41 N ot NDER_DEMO_ENABLED
42 - co 0B5_DEMO_ENABLED
43 = CON i GREENGRASS_DISCOVERY_DEMO ENABLED
44 . CONFIG_TCP_ECHO_CLIENT DEMO_ENABLED
45 - CONFIG_POSIX DEMO_ENABLED
45 . CONFIG_OTA UPDATE DEMO_ENABLED
47 =
43 * These defines are used in iot_demo_runner.h for demo selection */
48
se /* demo is configured for MQTT */
51 =#if ( OTA ==8 )
| /{  #define CONFIG_CORE_MQTT MUTUAL_AUTH_DEMO_ENABLED
53 #define CONFIG_WOLFSSL_DEMO_ENABLED
54 7demo iz conTigured Tor OTA
55 = #elif ( OTA == 1)
#define CONFIG_OTA_UPDATE_DEMO_ENABLED
#endif
/® Default configuration for all demos. Individual demos can override the
#define democonfigDEMO STACKSIZE ( co
61 #define democonfigDEMO PRIORITY { ts

19. ¥/0OMEM

&5IC, <base>¥demos¥include¥iot_demo_runner.h

EA-TOU. RIBITRHED#else DITOERIIC

#elif defined(CONFIG_WOLFSSL_D

EMO_ENABLED)

#define DEMO_entryFUNCTION wolfSSL_demo_task

2 17TZEMNTS.

21



..-' ﬁ 113

= #if defined( democonfigOTA UPDATE_TASK STACK_SIZE )
sundef democonfigDEMO STACKSIZE

v = aws_demos [HardwareDebug]
7 it ) ; 2 #define democonfigDEMO_STACKSIZE democonfigOTA UPDATE TASK STACK_SIZE

#1471y 2
#endif
> [ Includes #if defined( democonfigOTA_UPDATE_TASK_TASK_PRIORITY )

» 2 vendors/renesas/boards/m72n-envision-kit/al
2 wolfss|_demeo
» (&= application_code

#undef democonfigDEMO_PRIORITY
#define democonfigDEMO _PRIORITY democonfigOTA UPDATE_TASK TASK PRIORITY
#endif

3 i - #elif defined( CONFIG_BLE_GATT_SERVER_DEMO_ENABLED )
e contin fHies 22 #define DEMO_entryFUNCTION vGattDemoSveInit
v (& demos 123 - #if defined( democonfigNETWORK_TYPES )
y (= common 124 #undef democonfigNETWORK_TYPES
5 (& coreHTTP 125 #define democonfigNETWORK_TYPES ( AWSIOT_NETWORK_TYPE_BLE )
» = coreMQTT __. #endif
S el 127 - #elif defined( CONFIG_MQTT_BLE_TRANSPORT_DEMO_ENABLED )
g = #define DEMO entryFUNCTION RunMQTTBLETransportDemo

% dev_mode_key_provisioning
» (= device_defender_for_aws
evice_shadow_for_aws

#if defined( democonfigNETWORK_TYPES )
#undef democonfigNETWORK_TYPES
#define democonfigNETWORK TYPES ( AWSIOT _NETWORK_TYPE_BLE )

o #endif
reengrass_connectiv
e d‘i - i - #elif defined( CONFIG_SHADOW_BLE_TRANSPORT_DEMO_ENABLED )
= #define DEMO_entryFUNCTION RunShadowBLETransportDemo

» [ aws_application_version.h
> [B aws_clientcredential_keys.h
5 [ aws_clientcredentialh

= #if defined( democonfigNETWORK_TYPES )
#undef democonfigNETWORK_TYPES
#define democonfigNETWORK TYPES ( AWSIOT_NETWORK_TYPE_BLE )

3 #endif
g i::::;":::m e - #elif defined( CONFIG_CLT UART DEMO_ENABLED )
= i = #define DEMO_entryFUNCTION vRunCLIVartDemo
L aws_ota_codesigner_certificate.h = #elif defined( CONFIG_DEVICE_DEFENDER_DEMO_ENABLED )
#tdefine DEMO_entryFUNCTION RunDeviceDefenderDemo

= #elif defined(CONFIG_WOLFSSL_DEMO_ENABLED)

|i& iot_demo_runnech

#define DEMO_entryFUNCTION wolfSsL_demo_task
obs_for_aws — = =
» & network_manager = #else /* if defined( CONFIG_CORE_MQTT_BASIC_TLS_DEMO_ENABLED ) */
> & ota /* if no demo was defined there will be no entry point defined and we will not be abl
y (= tep #error "No demo to run. One demo should be enabled”

G reerioe kil #endif /* if defined( CONFIG_CORE MQTT BASIC_TLS DEMO_EMABLED ) */

» (= HardwareDebug g
= libraries | 2 P8 O 3vy-Q 52 (@ AV-RT50Y- I AV-HR2a7L

20. I>MN)-BEEDIEE

COBNICELOT wolfSSL_demo FRIMBIRENEITINBETEEL RO,

FTEFP TV -3 0OEIT

wolfssl_demo #Z4(% 3 DOEEE— REIF-> TS, NSIE wolfssl_demo.h RICEREICEST
YD Z3TENBIHETH B,

€ #define CRYPT_TST
€ #define BENCHMARK
& #define TLS_CLIENT

OWINH—DZBRCITBIETUINEZS,

WMHEBRESTERTT T URRBEIL REITD, wolfssl TOS 19 M SRICEIVRU. ZDET aws_demos JO>
17 M2E)LRT B,

22



FET IV —2a>DOEITET I\ HEEER DD TITI. TERITHORR(E Renesas Debug
Virtual Console TR TE.

CRYPTO-TEST 7%

Renesas Debug Virtual Console #A—7>ULTHWTT/\wI %79 3L, CryptTest THHE
ITENERENFTRENS,

Y - == o7\ B e G

error test passed!
MEMORY  test passed!
baset4  test passed!

asn test passed!
RANDOM  test passed!
MDS test passed!
MD4 test passed!
SHA test passed!

SHA-256 test passed!
SHA-512 test passed!
Hash test passed!
HMAC-MDS test passed!
HMAC-SHA test passed!
HMAC -5HA256 test passed!
HMAC-SHAS12 test passed!

GMAC test passed!
Rabbit test passed!
DES test passed!
DES3 test passed!
AES test passed!

AES192  test passed!
AES256  test passed!
AES-GCM test passed!

RSA test passed!
PWDBASED test passed!
ECC test passed!

ECC buffer test passed!
CURVE25519 test passed!
logging test passed!

mutex test passed!

crypto callback test passed!
Test complete

End wolfCrypt Test

21. Crypt-test 7EDHE S
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CRYPTO-BENCHMARK T

DY = oo s el oo pases-

Y PR gL
Start wolfCrypt Benchmark

wolfCrypt Benchmark (block bytes 1824, min 1.8 sec each)

RNG 2 MB took 1.885 seconds, 2.839 MB/s
AES-128-CBC-enc MB took 1.0€2 seconds, 1.438 MB/s
AES-128-CBC-dec MB toock 1.816 seconds, 1,353 MB/s

AES-192-CBC-enc
AES-192-CBC-dec

MB took 1.884 seconds, 1.313 MB/s
MB toock 1.81@ seconds, 1.282 MB/s
AES-256-CBC-enc MB took 1.0€8 seconds, 1.211 MB/s
AES-256-CBC-dec MB took 1.888 seconds, 1.187 MB/fs
AES-128-GC(M-enc 658 KB took 1.8@7 seconds, 645.738 KB/s
AES-128-GCM-dec 650 KB took 1.8@7 seconds, 645.546 KB/s
AES-192-G(M-enc 625 KB tock 1.8@9 seconds, 619.364 KB/s
AES-192-GCM-dec 625 KB took 1.009 seconds, 619.18@ KB/s
AES-256-GCM-enc 622 KB took 1.8@7 seconds, 595.888 KB/s

R e

AES-256-GCM-dec 688 KB took 1.887 seconds, 596.887 KB/s

GMAC Default 1 MB took 1.80@ seconds, 1.214 MB/s

RABBIT 8 MB took 1.8@3 seconds, 8.253 MB/s

3DES 525 KB toock 1.048 seconds, 504.856 KB/s

MO5 24 MB took 1.881 seconds, 24.397 MBfs

SHA 11 MB took 1.8€0 seconds, 10.934 MB/s

SHA-256 12 MB took 1.882 seconds, 11.651 MB/s

SHA-512 625 KB took 1.889 seconds, 619.364 KB/s

HMAC -MDS5 24 MB took 1.60@1 seconds, 24.885 MB/s

HMAC -SHA 11 MB took 1.088 seconds, 18.791 MB/s

HMAC -5HA256 11 MB took 1.8@2 seconds, 11.428 MB/s

HMAC-SHAS12 625 KB took 1.826 seconds, 689.459 KB/s

PBKDF2 672 bytes took 1.8008 seconds, 666.482 bytes/s

RSA 28438 public 94 ops took 1.805 sec, avg 10.691 ms, 93.532 ops/sec

RSA 2843 private 2 ops took 1.322 sec, avg 668.888 ms, 1.513 ops/sec

ECC [ SECP256R1] 256 key gen 6 ops took 1.835 sec, avg 172.467 ms, 5.798 ops/sec
ECDHE [ SECP256R1] 256 agree 6 ops took 1.834 sec, avg 172.30@ ms, 5.884 ops/sec
ECDSA [ SECP256R1] 256 sign 6 ops took 1.844 sec, avg 174.880 ms, 5.747 ops/sec
ECDSA [ SECP256R1] 256 verify 4 ops took 1.338 sec, avg 332.58@ ms, 3.888 ops/sec
CURVE 25519 key gen 4 ops took 1.817 sec, avg 254.325 ms, 3.932 ops/sec

CURVE 25519 agree 4 ops took 1.815 sec, avg 253.758 ms, 3.941 ops/sec

Benchmark complete
End wolfCrypt Benchmark

22. Crypt-benchmark 7EDHE /3

TLS-CLIENT 7%

TLS_CLIENT ¢(UTOTEZITIHAICE. TLS BIEOHEFA LRI ETIIT -3 M E THD.
WoIfSSL J\w&—J(FCORRICERTERY >IN IOI S ANREEIN TV, COTOI 3 A
WOIfSSL ZE )L RFBZETHERMEN S, WolfSSL DEJLRICIE gee HA VA R—ILENTWS Linux

(MacOS. WSL £&1) TOEJLRE VisualStudio ZDh>TOEIL RN EIEETH S LU T TlE WSL
LTOEINRZLBITT S,
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(1) ECDSA:GIEREZERIZHE

TLS_CLIENT fl(& user_settings.h AIC USE_ECC_CERT H"EZRSNTL3Ies. BIET.
ECDSA SEBAZ%Z{EAT 28 TELBOTVD, CNICEDETH-N\—floY> IO 5 L= TFOI>
I4F1L—33> AT #BELTEILRT B, "-DNO_RSA"Z(F 593 EETNRVEICTBE,

$ cd <base>/wolfss|
$ ./autogen.sh

$./configure —enable-ecc —enable-dsa CFLAGS="-DWOLFSSL_STATIC_RSA -DHAVE_DSA -
DHAVE_ALLCURVES -DHAVE_ECC -DNO_RSA"

$ make

$ ifconfig

(2) RSAGIBAZZ(ERIZHS

Ffz. TLS_CLIENT fIT RSA FEEAEZEA I 25 EZ 1 TOIHmA(C(E. user_settings.h AT
USE_ECC_CERT E&EZIXA RPN TBEIREITS MIGUT. B—N—fI0Y>TILTEATO
1I4F 2L —33a> AT #IBELTEIRT B,

$ cd <base>/wolfssl
$ ./autogen.sh

$./configure —enable-ecc —enable-dsa CFLAGS="-DWOLFSSL_STATIC_RSA -DHAVE_DSA -
DHAVE_ALLCURVES -DHAVE_ECC”

$ make

$ ifconfig

make IYYROEITTIS-HRELTE T LS, TLS H—N\-7 VT -3 b4 mMEN THDET
BIBEIMRRE(CIRDTUWVB, TLS H—N—7 T —23>MEITORIC, "ifconfig”Iv> RERITUTET
NZ>0 IP v4 7 RLAZEUSL TH COEUSUIZY RLA%Z wolfSSL_demo.c AD
TLSSERVER_IP Y/0ICE%ET .

—73. R—FEID IP 7 RL AR T ONIONDEEEZEE I HIETITAD.

25



- ipconfigUSE_DHCP (FreeRTOSIPConfig.h /)
- configIP_ADDRO ~ configIP_ARRE3 (FreeRTOSConfig.h A)

T I\wJ BRI TEITIZHEHDWNEH —/{—£0D TCP & CRIENHIIZE(C(E. LREEEZZEEL
T, 5889 IP 7 RL 2R — RICGERE T DL ZEIDD .

TLS H=N\=7IVr—33>OETFROIN REATZISTITS. ATZ3>0 “-v4"($ TLS1.3 JO
PVEERTBILZIEET D, "-v3"ZIEEISL TLS1.2 JOMILZERT 3.

$ .Jexamples/server/server -b -i -v4

LEROY-N=7IVT—23 % FITEHIREET TLS__CLIENT 07 E2EITI & TLS BEMT
PNTRORBEINMESND. TLS I51 7> N cipher-suite ZZ X BHBHEDIRUY -7 TV
—23U(C TLS #2175, TLS 73172 MOHEACEFN TLVWBIESIEAA — M TSIP AHR—hU
TWBEDN TLS N—3> . fERIBEEEAZE DIEFEDRE ICEU TENS.

&

S rem i s 2|
TLS_Client demo

- TLS server address:192.168.1.14 port: 11111

- with Ts5IP

cipher : ECDHE-RSA-AES128-GUM-SHA256
Received: I hear you fa shizzle!

cipher : ECDHE-RSA-AES128-5HA256
Received: I hear you fa shizzle!

cipher : AES123-SHA
Received: I hear you fa shizzle!

cipher : AES128-5HA256
Received: I hear you fa shizzlel

cipher : AES256-5SHA
Received: I hear you fa shizzle!

cipher : AES256-5HA256
Received: I hear you fa shizzle!

End of TLS_Client demo.
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23. TLS-Client TEEITRFOR— FMIDH

1-H-HAELR ROOT CA SEAEAFIAT 3 HACHERT

AYSTINTOISATIE TLS_Client £LTEWFF BBRICWHER RootCA SEAZE LS TS - -7
TVr—2a>MERS Y —/\—FEBAE. U541 7> NEREREFEHT A TOHFI AR REREEBAE T
Hd. HRETHEZEB A BN TH AT SRS ENSiIREZ1-Y-BE TRRIZNEN DD,
& AR

1. Provisioning Key

2. RoOtCA SEBAZEDIRFEDA (SR RSA HEXT

3. RoOtCA ifFAZE% L 5C M RSA MEiR TARRUILES

4. JA72MNERECEEN TV AR ISUIRERE

MAE(CRD ., TNEDER G EE Renesas fHRHEOYZ17 )V =SB O,

HlPRSEIA

TSIPv1.15 %#HR— Uz wolfSSL TIE T OBEREFIRRNEHDE T

1. TLS J\> R 1= (Y —)\— 3L X — )Wy MHSESC T XEY L (CERBENTOWET, 2/
SRII-IAE—-S0)\WAETEIFERINET . By a8 TRICHIBRENE T,

2. TLS1.2 T TSIP #{E12 754 7> NREEEREZ HIR— NU TLER Ao
wolfSSL_CTX_use_certificate_buffer &30\(&
wolfSSL_CTX_use_certificate_chain_buffer_format Z{#>TI54 7> MEAZEZ0—-RU.
wolfSSL_CTX_use_PrivateKey_buffer ZffEoTinaEi#z0— RUTIZEW, VIR TV TUIEZITVE
ER

3. TLS1.3 T TSIP Z{Eo1c 7514 7> NREIEHEREIZ ECDSA 7347 > MIEBAZ DIZS(COHFPR—hEn
F9. RSAGERAEDIZERYINII T TOUIRERDTT

4.TLS1.3 Tl& TSIP ZfEofcH —/\—5REE#EEDSS. CertificateVerify Xyt —SOIREE(EYINITY
TOILIRERDET,
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5. TSIP #{#>TOTya BB LU early data (FHR—~enFE A

L EEHIBREEIA 1~4 (LRIREAPFD TSIP (L& TERENRIAFNTVET,

TECFFERCERRIEHR (R—K. MCU. TSIP & wolfSSL) ZEAILHA MOUSITHB.

RENESAS SITES
» Renesas wiki page for RX72N Envision Kit (https://github.com/renesas/rx72n-

envision-kit/wiki/)

» Renesas RX MCUs (https://www.renesas.com/us/ja/products/microcontrollers-

microprocessors/rx-32-bit-performance-efficiency-mcus/)
» Renesas Trusted Secure IP Driver(TSIP)
(https://www.renesas.com/us/ja/software-tool/trusted-secure-ip-driver/)

WOLFSSL SITES

» wolfSSL Website (http://www.wolfssl.jp/)
» WwolIfSSL Renesas page (https://www.wolfssl.com/docs/renesas/)

» wolfSSL TSIP support page (https://www.wolfssl.com/docs/wolfssl-renesas-
tsip/)

Uy el N D2/ N N

CERM(E. info@wolfssl.jp FTHBEWVENELIZEWV. FIZHIHR—NOWTIE.
support@wolfssl.com [CBBIVWEDHELIEE,
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